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1. Introduction

Over the last few years, safety and security concerns in nuclear facilities have
grown considerably, and thus standards have been intensified to preserve their
physical integrity.

Nuclear areas are considered critical and hostile environments because of the
inherent risk of the presence of radioactivity and the extent of the impact of
safety-related problems. Examples are the Chernobyl and Fukushima accidents
and their long-standing impact on people’s lives [1]. The Chernobyl accident
caused the largest uncontrolled radioactive release into the environment ever
recorded for any civilian operation, and large quantities of radioactive sub-

stances were released into the air for about 10 days. This caused serious social
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and economic disruption for large populations in Belarus, Russia, and Ukraine
[2].

As technology advances, the use of computers and computing systems in all
aspects of operations, including nuclear safety and nuclear security, is expected
to increase [3]. Similarly, the Internet of Things (IoT), together with Wireless
Sensor Networks (WSN), is gaining importance in the continuous advancement
of information and communication technologies, especially due to their connec-
tion and integration with the Internet in several application areas.

The Nuclear Security Recommendations on Physical Protection of Nuclear Ma-
terial and Nuclear Facilities (INFCIRC/225/Revision 5) state that: “Computer based
systems used for physical protection, nuclear safety, and nuclear material accoun-
tancy and control should be protected against compromise (e.g. cyber-attack, ma-
nipulation or falsification) consistent with the threat assessment or design basis
threat” [3].

Therefore, the use WSNs for IoTs in such nuclear environments has de-
manded the existence of an appropriate methodology for the evaluation of issues
related to their safe application in critical tasks, such as restricted area monitor-
ing or device sensors for critical equipment.

This paper aims to present a proposal of construction of a methodology to
evaluate the safety levels of WSN with IoT devices, used in nuclear areas.

The work is organized as follows: in addition to this introductory section, Sec-
tion 2 establishes the theoretical background and the related works. In Section 3,
the structure of the proposed methodology is presented. Finally, Section 4 brings
the final considerations.

2. Theoretical Background

In all types of networks, but especially in wireless sensor networks (WSNs) with
IoT devices, security issues are of paramount importance, mainly when it comes
to their use in hostile environments, such as the nuclear ones.

Preventing, detecting and responding to malicious acts involving nuclear ma-
terials, other radioactive materials or associated facilities and activities is the goal
of nuclear safety. Computers systems, and digital components, in general, play
an increasingly important role in managing sensitive information, physical and
logical nuclear safety, and material control at these facilities. The compromise of
computational systems could have a negative impact on nuclear safety, both di-
rectly and indirectly, and could support malicious acts [4].

Nuclear security can be evaluated, considering the digital components, such as
IoT devices and WSN, by means of its basic attributes necessary to provide in-
formation security, such as: “confidentiality, integrity and availability, of data”.
Data integrity is intended to ensure that all original data characteristics are
maintained throughout their life cycle. Confidentiality consists of the right to
access information, which should be assigned only to those who are authorized

to access it. Authenticity aims to ensure that the data actually comes from where
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it was produced, not being subject to any kind of modification or mutation along
the way. Lastly, the availability is paramount, as it allows the data to be always

available to the nodes authorized to access it [5].

Related Work

There are still few studies on methodologies to evaluate the safety of wireless
sensor networks, while is practically nonexistent methodologies that evaluate the
security of a WSN with IoT devices. Bibliographical surveys were conducted and
did not find any works concerning this problem, being even worst in nuclear
area, with a totally null count of related work. The few studies that were found in
the literature address only the management of vulnerabilities or threats of wire-
less networks or wireless sensors.

Authors such as Cansian, Grégio and Palhares, Pinto and Gomes [6] [7],
present the vulnerabilities and threats of wireless networks such as, failures in
the WEP protocol, report susceptibilities to external invasions and decryption of
packets.

Kawai, Wakamiya and Murata [8] propose a network architecture methodol-
ogy for fast and reliable transmission of urgent wireless sensor information. In
the methodology, several simple and fully distributed control mechanisms that
operate at different spatial and temporal levels are introduced at each node to
offer a differentiated transmission option to the packets according to their im-
portance.

The work of Oliveira [9] proposes not a methodology, but a model of security
management for wireless sensor networks, including selection of security com-
ponents, description of management information, description of messages and,
definition of security events.

Moreover, McNab [10] proposes and emphasizes that an evaluation metho-
dology is the best practice used to evaluate security besides being relevant to
testing networks randomly on the Internet, that is, without a specific domain
name or a specific block of IP addresses, and when one have limited information
about the targets.

As we have seen from this bibliographical survey, there is no updated and
formalized methodology that can be used to evaluate security levels of WSNs
with IoT devices in nuclear environments (considered hostile, critical, and de-
manding on a high level of security). This gap contributes to the emergence of
failures in the risk and safety assessment of the computer systems and sensors of
nuclear facilities that use WSNs with IoTs. It is also important to note that, de-
spite the concern of the JAEA (International Atomic Energy Agency) regarding
cyber security, its documents (manuals and guides) do not specifically address
WSN with IoT devices.

3. Proposed Methodology

It is known that it is not possible to have a totally secure network, however, it is
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possible to control the risks by means of appropriate methodologies establishing
security levels and periodic evaluations.

In this sense, Silva and Ludwig [11] propose a methodology for auditing
802.11 b/g wireless networks focused on information security, based on six
phases, which are: Planning, Research and Documentation, Discovery and Vali-
dation, Development of Solutions, Report and Monitoring.

Nevertheless, McNab [10] presents a methodology for network security that
has two main focuses: comprehensiveness and flexibility; the first provides con-
sistent identification of significant failures, and the second should prioritize ef-
forts and maximize return. This methodology is composed of four distinct steps:
Recognition to identify networks, hosts and users of interest; Scanning for vul-
nerabilities to identify potential exploit conditions; Investigation of vulnerabili-
ties and additional probing done manually; Exploitation of vulnerabilities and
evasion of security systems.

The framework of the methodology proposed in this work consists of hybrid
phases of both methodologies indicated by McNab, Silva and Ludwig [10] [11],
and adapted items that are characteristic of wireless sensor networks with IoT
devices. The central concept of this methodology is based on the framework de-
picted in Figure 1.

Each phase of the framework will unfold in several subphases, briefly de-
scribed below, whose main objective is to provide flexibility and comprehen-
siveness to the methodology [10]. It’s also important to mention, that most
phases, if not all, of the proposed methodology, would be happening in parallel,

that is, it’s not a sequential execution job, except for the first run, after what

1.
WSN Planning

and Analysis

Figure 1. Structure of the proposed methodology framework.
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there’ll be several references with feedback between the phases.

In this sense, according to Figure 1, in phase 1 “WSN Planning and Analyz-
es”, by means of a checklist, the WSN fundamental characteristics, its known
vulnerabilities and IoT device related criticalities, according to its specificities,
should be raised and analyzed. Phase 2 “Search and Documentation”, will be
composed of 2 subphases; in the first, 2.1, the level of criticality of each vulnera-
bility pointed out in the previous phase, will be analyzed and in subphase 2.2,
critical vulnerabilities allocated within their criticality level should be thoroughly
documented. In phase 3, “Discovery and Validation”, all network services will be
probed to detect those that are open and could be further exploited to achieve
specific objectives (e.g., execution of a code, an information leak or a denial of
service, among others). Phase 4, “Solutions Development” is responsible for de-
velop, test and implement solutions for the problems identified in previous
phases. Being a dynamic framework, all new information coming from the pre-
vious phases will be used to develop, test and implement solutions. Finally, in
phase 5, “Monitoring and Reporting”, are included permanent activities, like
monitoring and auditing, as well as, carefully reporting to support new planning
and analysis, together with the remaining activities of the methodology.

Similarly, factors like the dynamic characteristics of a nuclear area WSN,
along with battery consumption control for the large number of nodes in use, as
well as energy efficiency, fault tolerance, and scalability need to be carefully con-
sidered. However, in an emergency, urgent information must be transmitted as
quickly and reliably as possible, therefore, reliability and low latency are primary
concerns.

The proposed structure is justified by the initial requirements already identi-
fied for constructing the methodology to evaluate the security of a WSN with
IoT devices in a context of priority, being: high reliability and low latency,
self-organization and localized behavior, and simplicity. In that way, the reliabil-
ity and latency of the transmission of urgent information are the most important
issues. Nonetheless, the type and scale of an emergency and the number of si-
multaneous emergency events are unpredictable and dynamically change as time
passes. Finally, simplicity consists of simple and light mechanisms to support the
fast and reliable transmission of information, since a node has low processing
capacity and memory.

It is also important to establish security levels at all stages of the framework,
following the practice of IAEA standards [4] [12], that indicate that security le-
vels are a way to specify the extent and security considered necessary for differ-
ent SDAs (Sensitive Digital Assets). At each level, in a graduated approach, dif-
ferent sets of protective measures should be applied to meet the security re-
quirements for that level. Measures with increased stringent are applied to more
critical SDAs, as shown in Figure 2.

The use of levels and zones is a graded approach to identify computer security

measures that are proportionate to the potential consequences of the failure of
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Figure 2. Structure of the security levels established by the IAEA [12].

those measures. Level 1 measures would be applied for those SDAs that, if com-
promised, their operation could lead to the most severe consequences, including
the most significant nuclear security events. The Lower level measures, for ex-
ample levels 4 and 5, might be applied for computer-based systems that have
nuclear security related functions but that are not considered SDAs. And generic
security measures should be applied to all computer-based systems with nuclear
security related functions [12].

Grouping computer-based systems and the associated SDAs in zones of
graded security levels, is a practical way to implement this graded approach.

Regarding these IAEA standards [3] [4] [12], however, security issues in the
current context of WSN with IoT are not considered, despite of its necessity in
face of the demand to establish security levels coupled to more robust protocols,
which would provide an in-depth defense against cyber-attacks. In this context,
robustness might mean, for instance, that communication protocols must be
able to self-adjust to cope with such attacks without human intervention.

Another concern is the 6LoWPAN layer, responsible for connecting IoT de-
vices and WSNss to the MAC and Network Layers; thus, the study of all possible
usage scenarios of this layer (6LoWPAN) in critical environments, its security
features, as well as other routing protocols, is a primary obligation of the pro-
posed methodology, aiming to evaluate the reliability of the security levels of the
target WSN with IoT protocols.

4. Concluding Remarks

The difficulties faced with WSNs security are real, as are the numerous possible

vulnerabilities in WSN with IoT devices, mainly in a nuclear environment due to
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the impact of their exploitation. The specification of a methodology to assess the
security levels and all security related items is extremely important for the nuc-
lear area in the scenario of possible security threats.

In view of all the bibliographical research conducted, it was verified the in-
existence or scarcity of publications or studies under development about me-
thodologies for the evaluation of WSNs with IoT devices in the nuclear area,
even considering the series on computer security in nuclear environments of the
IAEA, “Computer Security for Nuclear Security: Draft-Implementing Guide”,
December 2016 [3], Nuclear Security Series No. 17, “Conducting Computer Se-
curity Assessments at Nuclear Facilities”, June 2011 [4], “Objective and Essential
Elements of a State’s Nuclear Security Regime”, June 2016 [12] and which em-
phasizes the importance of cyber security assurance activities.

The proposed approach is unique in the sense that it intends to incorporate
several important items from a nuclear context (e.g., temperature, fire alarm,
invasion warning, seismic movement, cyber-attacks, radiation, among others), to
design a methodology that provides a fast and reliable transmission of informa-

tion considered critical and urgent due to the inserted environment.
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